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Difference

The unique characteristic of Tra�c 
Defender is the means with which 
tra�c is measured. “Traditional” 
market-leading load balancing devices 
can measure the total level of tra�c to 
a system without breaking it down into 
individual visitors. 

This means when a traditional device 
reaches a total tra�c threshold level, 
the number of connections allowed is 
crudely “chopped o�” – leaving visitors 
who may be half way through a 
transaction or other action suddenly 
without connection and viewing an 
error message.

Tra�cDefender measures the actual 
number of visitors accessing the 
system. It is believed that no other 
device currently measures load in this 
way.
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The TrafficDefender Solution

How it Works

Tra�cDefender can be installed either in front of a web server/server farm or accessed from the cloud to act as a �rst line of 
protection when a site becomes overloaded with tra�c - providing a “silver bullet” for any company experiencing immediate 
performance issues
 
Tra�cDefender can be rapidly deployed to alleviate the immediate problems of extreme peak load, restoring a site to an 
acceptable level of service. In the case of the cloud-based service this will simply involve re-pointing your websites domain name 
to the hosted Tra�cDefender service. Once operational, Tra�cDefender can then be used to continuously manage site tra�c and 
remove the need to permanently scale infrastructure to meet peak demand. 

Tra�cDefender operates by allowing only a �xed number of visitors to access a site 
while redirecting any excess tra�c to a busy page or queuing system to preserve 
the level of service provided to visitors gaining access to the site during busy 
periods:
 
System Not Busy 
If the system is not busy – visitors will be directed straight to the site by Tra�c 
Defender. The “Busy” threshold is determined by setting a parameter e.g. “2000 
visitors”. 
 
Busy System 
If the system is too busy (exceeding the threshold set)
and queuing has not been enabled on the
Tra�cDefender device – the visitor will either be
directed to a busy page or be directed to a secondary
system if one exists.
 
Queuing System  
If the system is too busy (exceeding the threshold set),
and queuing has been enabled on the device Tra�c
Defender identi�es a visitor and assigns a number to it
which is stored on the device. Tra�cDefender then
returns a queuing page to the visitors browser –
displaying their current position in the queue. Visitors
are allowed access to the system based on the users
order of arrival set by their number.

When websites do fail – they usually fail suddenly and catastrophically. Issues 
will often not present themselves for long periods of time until tra�c levels 
reach a speci�c level, at which point the site will suddenly fail. These tra�c 
levels are usually reached at the most business critical times and result in a 
complete inability to maintain service delivery.
 
Examples of websites failing to meet demand during critical trading periods are not di�cult to come by, with most people able to 
provide their own �rst-hand examples of website crashes, slow performance, error messages, busy pages and other degradations 
of service levels experienced during busy periods such as:
 
�t In response to demand for the latest product release 
�t Following the launch of the latest deal, o�er, promotion or marketing exercise
�t In response to a huge spike in demand caused by a rare or annual event
�t In response to receiving an unexpectedly high level of publicity
�t When a site reaches capacity through natural growth
 
The peak tra�c caused by such events can be hugely disproportionate to the regular tra�c levels experienced by a website so 
the costs which would be incurred purchasing su�cient hardware, networking and development to permanently scale the 
website infrastructure to provide a satisfactory level of service during these rare peak levels cannot be justi�ed when that 
investment will be redundant most of the time.


